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Digital Disruption  



trillion 
a year1 

Risk of cyber 

attacks can cost 

business up to 

3 $ 

individual records 

were breached in 

2013.4 

More than  

800M  
in 2014.3 

The number of 

recorded data 

breaches increased 

78%  

of the value created 

by the Internet.2 

Cybercrime 

extracts between  

15-

20% 

agree consumers have 

lost control over how 

personal information is 

collected and used by 

companies5 

91%  





Opportunity 



  
“People will not use technology 
they do not trust.  And they will not 
use technology they do not 
understand.  Our ability to 
innovate therefore depends on 
maintaining a greater level of 
transparency.” 
 
Brad Smith  
General Counsel & Executive Vice President 
Microsoft Corporation 

       

Trustworthy Computing 



Public Safety 
Personal Privacy 

and Free Expression 



Respect for National 

Sovereignty 

Open Markets and a 

Global Network 



 



  Comply 



Collaborative Approach to Compliance 

Engaging with regulators to understand requirements and create 
solutions to enable cloud adoption in highly-regulated industries 

• Partnering with customers to develop compliance solutions 

• Assuming responsibility to help customers meet their compliance 
obligations 

Working with standards bodies to develop standards that rationalize 
regulations around the globe  

Helping to shape laws around the world to make future compliance 
easier and  



Compliance 

is a feature 

InfoSec 

Standards 

Student 

Privacy 

Criminal 

Justice 

Data 

Cloud 

Standards 

EU 

Privacy 

Health 

Care Data 



Compliance 

is a feature 

ISO 

27001 

FERPA 

CJIS 

ISO 

27018 

EU 

Model 

Clauses 

HIPAA 



  Control 



ISO 27018 – Born in the Cloud 

Have services independently audited 
for compliance with this standard 

Key Principles - Cloud providers must: 

Not use data for advertising or 
marketing unless express consent is 
obtained 

Be transparent about data location 
and how data is handled  

Be accountable to determine if 
customer data was impacted by a 
breach of information security 

Communicate to customers and 
regulators in the event of a breach 

Provide customers with control over 
how their data is used 



You own all the 

content you create.   

Even when you put it 

in the cloud, you still 

own it.   

That content should 

have the same legal 

protections as content 

you put on paper. 

Law enforcement 

should not be able to 

access it without 

proper legal process... 

Or without probable 

cause. 

Microsoft supports 

evolving the law to 

reflect these principles. 

Microsoft’s Principles: Government Demands for Customer Data 



Microsoft has challenged 
the enforceability of a 
U.S.-issued search warrant 
seeking content stored 
exclusively in the E.U. 



  Protect 





We proactively 

fight cybercrime 

and advocate 

extensively for 

enhancing 

cybersecurity 

Making an impact 

 Disrupting malware and stopping 

botnets, in partnership with 

industry and law enforcement, to 

notify victims, protect, and clean 

devices 

 Improving products and services 

by embedding intelligence data 

from our operations into our 

platform and services 

 Disrupting and dismantling 

cybercriminal operations that 

promote a range of illegal goods 

and services 

 Developed PhotoDNA  and 

PhotoDNA Cloud Service to 

protect children from online 

exploitation 

 

Taking the fight directly 
to cybercriminals: Microsoft Digital Crimes Unit 

Big data  |  Investigations  |  Legal action 

Fighting 

Malware and 

reducing 

digital risk  

Protection of 

vulnerable 

populations 



  Transparency 



Our Commitments 

• You control your data 

• Your data is private 

• We’ll keep your data secure 

• You know what we’re doing with your data 



Invitation to dialogue 



 

Courage in the face of reality.  

Nietzsche                                              




